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Who am I?

Ross Hartmann

Founder of Kiingo AI, an Automation Agency.

Working in Technology and AI field for 10+ years

I’ve helped companies from $2 million to $700 million 
develop and implement an AI roadmap and strategy
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Agenda
• ChatGPT Demo
• What is AI and How does it Work?
• Strengths of AI
• Limitations of AI
• AI Risks
• Guarding Against AI Risks
• The Future of AI
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The State of AI
• 91% of hiring managers are seeking workers with 

ChatGPT experience. (Survey by ResumeBuilder.com)

• 66% believe hiring ChatGPT-experienced workers gives 
their company a competitive edge. (Survey by ResumeBuilder.com)

• 85% of American workers have used AI tools to perform 
tasks at work. (Checkr Survey)

• 69% of American Workers are afraid to tell their managers about 
AI use at work for fear of being replaced by the tools they’re 
using. (Checkr Survey)

about:blank
about:blank
about:blank
about:blank
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Why Are We Here?
• AI is no longer science fiction.
• The genie’s out of the bottle.
• This technology is already being 

used maliciously.



2024 Southern California ReLiEF Annual Conference 6

ChatGPT

Personal
Writing Papers

Doing Homework
Research
Recipes
Chatting
Games

Businesses
Blog Posts

Customer Support
Project Management

Resume Screening
Employee Onboarding & Personalized Training
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ChatGPT Demo
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What is AI?
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What is AI?
• AI aims to create machines that can 

perform tasks that would normally 
require human intelligence.

• Generative AI
• Image Creation
• Video Creation
• Audio Creation
• Text Creation
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Generative AI
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The Progress of Generative AI
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How Does AI Work?
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What are Large Language Models (LLMs)?

• Language allows AI to 
understand our world.

• Large Language Models 
understand and generate 
human-like text.
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How are LLMs Trained?

• Feed Text Data to an AI Model
• Data from September 2021 for 

ChatGPT

• Ask the AI to find patterns
• Which words follow which words?

• LLMs are “next token” predictors.
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Data vs. Analysis

• Analysis: Language Models
• LLMs can perform analysis, 

summarization, problem solving, and 
brainstorming.

• LLMs operate on provided data.
• Data: Search Engines

• LLMs can't access real-time 
information or updates after their 
training cut-off date.

• Language models do not have the 
ability to cross-verify the information 
they produce. They can't fact-check 
against the latest or most reliable 
sources.
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Examples of Problems for LLMs

Good problems for LLMs to answer:

“We spend too much.”

“We don’t close enough deals.”

“We want to create a new security policy for our 
facility.”

“We need to improve employee engagement.”

Bad problems for LLMs to answer:

“Give me the current top 3 consumer goods to 
stock in my warehouse.”

"What are the specific local regulations regarding 
construction in Los Angeles?“

“What is the current market price of Bitcoin?”
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Strengths of AI
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Where Does AI Excel?

Problem Solving Simulations and 
Scenario Planning

Analyze 
Documents
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Where Does AI Excel?

Summarization

Content Creation

Translation
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Where Does AI Excel?

BRAINSTORMING PERSONALIZED 
TRAINING

TASK MANAGEMENT 
AND PRIORITIZATION
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Where Else Does AI Excel?

Text 
Simplification

Classification Pattern 
Detection

Sentiment 
Analysis

Anomaly 
Detection

Trend 
Analysis
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Limitations of AI
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Limitations of AI

• Trained to Please 
(RLHF)

• "Hallucinations”
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Hallucinated Legal Cases
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Limitations of AI

• Knowledge Cut-off Date
• ChatGPT

• September 2021
• More limited hallucination

• Claude: 
• July 2023
• Sometimes Hallucinates

• Bard: 
• “Always Online”
• Hallucinates

• Caveat: “Google It” functionality

Limitations of AI



2024 Southern California ReLiEF Annual Conference 26

AI Trained on the Internet

Be aware of the potential for 
inaccuracies, biases, and toxicity.
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Malicious Uses of AI
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Malicious Uses of AI

• Fraud and Scam
• Social Engineering and Phishing
• FraudGPT

• Misinformation and Propaganda
• Malicious Software Creation

• Virus, Trojan Horse, and Exploit 
Generation

• WormGPT
• Malware Obfuscation

• Model Inversion Attacks
• Intellectual Property Leaks

• Adversarial Attacks
• Prompt Injection
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Fraud and Scam

• Voice Duplication
• Identity Theft

• Social Engineering and Phishing
• “We recently detected 

suspicious activity on your 
account.”

• Persuasive content

• FraudGPT
• Writing malicious code
• Creating undetectable malware
• Building phishing pages
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Misinformation and Propaganda

• Nearly limitless, convincing content
• 1000 AI-Generated Websites, all referencing each 

other.
• Fake images
• Fake studies
• Fake narratives

• Persuasive content that plays into:
• Social Proof
• Confirmation Bias
• Authority Bias
• Etc.
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Malicious Software Creation

• Ransomware, Viruses, Trojan Horses, 
Keyloggers, and Exploits

• Lowers the barrier to malicious 
virus creation

• No knowledge necessary
• WormGPT

• Hacking
• Payment Scams
• Ransomware

• Malware Obfuscation
• Obfuscate malware code
• Avoid malware detection
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Prompt Jailbreaking

• Accessing dangerous information 
easily

• Biological Weapons
• Nuclear Reactor Design
• Hotwiring Cars

• “Do Anything Now” (DAN)
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Model Inversion Attacks

• Infer sensitive information used in 
model training

• Probe Language Model Outputs
• Malicious Prompt Engineering

• Extract:
• Confidential, proprietary 

information
• Intellectual Property
• Private Personal Information
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Prompt Injection

• Intercept user’s query, inject 
modified language

• Language Model obeys 
updated, malicious command

• Example:
• Browser-enabled Model and 

Zapier
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Strange Malicious Possibilities

• Identifying passwords from 
audio of typing

• Mapping objects and people 
from Wi-Fi signals

• Audio recreation from 
vibrations on a bag of chips
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How Do We Guard Against This?

• Two-Factor Authentication over the phone.
• Call back to avoid caller ID spoofing.
• Personnel Training
• Penetration Testing

• Use LLMs to try to find holes in your security
• Test yourself
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Standard Cybersecurity Measures

• Be suspicious (!)

• Antivirus and Anti-malware software
• Strong, unique, rotating passwords

• Two-factor Authentication

• Install software security patches where possible.
• Backup important data to a secure location

• Be cautious installing any programs or applications.
• Verify publisher
• Read reviews (and make sure they’re not AI-generated!)

• Stay up to date on latest trends
• Latest phishing attempts, for instance.
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Warning: AI vs. Human Generated 
Content

• You cannot reliably detect AI-generated text

• GPTZero
• False Negatives
• False Positives

• OpenAI’s Detection Service
• Shutdown

• Malicious actors can create content that 
appears real.
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Clues to Detect AI-Generated Text

• “I hope this finds you well.”
• “I stand here before you today…”
• Lack of perplexity and burstiness
• Warning:

• Making these assumptions can target English-as-a-second-
language students

• There is no reliable way to detect AI-generated text.
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Applications and Risks



2024 Southern California ReLiEF Annual Conference 44

Student Utilization of AI

• Upside
• Efficient Research and Information Gathering
• Personalized Learning
• Development of 21st Century Skills

• Risks
• Overreliance on AI; Lack of Critical Thinking Skills
• Cheating or bypassing intended assignment
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AI for Communication

• Upside
• Ability to put thoughts to paper

• Saves time; Efficiency and Convenience
• More easily handle difficult situations

• Risks
• Student Fraud

• Writing “get out of school” notes
• Erosion of trust
• Liability issues for schools (care / custody)
• Mistrust of legitimate requests
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AI for Grading

• Upside:
• Efficiency and time-saving
• Consistency in grading
• Immediate feedback for students
• Data-driven insights
• Reduced workload for teachers

• Risks:
• Hallucinations
• Prompt Injection by students (e.g. instructing AI to give you an “A”)
• Misunderstanding of technology can lead to misuse (i.e. inaccurate 

grading)
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Parent-Teacher Communication

• Upside
• Faster, more frequent communication
• Personalization of messages
• Language translation services
• Availability and accessibility

• Risks
• Hallucinations
• Students posing as administration (written in same AI voice)
• Privacy concerns (sending student data to AI model 

providers)
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Predictive Analytics and Behavior 
Analysis

• Upside
• Identify students at-risk of falling behind academically
• Mental health and well-being monitoring
• Trialing education interventions to meet student needs

• Risks
• Privacy concerns
• Accuracy and misinterpretation
• Ai can perpetuate biases present in training data
• Trust issues (feeling surveilled)
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Curriculum Development and Lesson 
Planning

• Upside
• Time efficiency
• Personalized lesson planning for students
• Data-driven curriculum design

• Risks
• Overdependence on technology
• Use of inaccurate or outdated information in training data
• Bias in educational content
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Liability Concerns

• Hallucinations
• Liability from disseminating false or harmful information 

given to them via AI
• Biases and Discrimination

• Liability from using an AI which may discriminate against 
certain groups of students

• Privacy Concerns
• Personal identifiable information (PII) may be sent to AI 

model providers which may be used to train future AI 
models.
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Data Privacy and Security
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Data Security and Privacy

• Why the concern around data?
• AI increases the value of your data 

by making it actionable
• AI unlocks new data insights
• Whoever has access to your data 

benefits

• Data security is more important 
than ever

• You must aggregate valuable data
• Prevent other parties from 

benefiting from your data
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Classify Your Data

• 3 Buckets of data:
• HIPAA-level Compliance
• Proprietary and Confidential
• Low-risk
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Develop an AI Use Policy

• What AI tools will have access to 
your data?

• Will the data be stored on your 
servers or theirs?

• What’s their policy around data use 
and ownership?

• Can they train their AI models with 
your data?
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Getting Started Today
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Getting Started Today

• Develop an AI Use Policy
• Buy everyone a ChatGPT Plus 

account
• Turn on privacy mode (turn off 

training)
• Enable two-factor authentication
• Set ChatGPT as everyone's home 

page
• Get 10 hours of experience
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Getting Started Today

• Appoint an AI Officer
• Teach Prompt Engineering
• Run a Pilot Program
• Set up an AI Teams/Slack Channel
• Create a Prompt Library
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Q&A



Thank You!
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